CONG TY CO PHAN GIAI PHAP THANH TOAN VIET NAM

VNPAY

Simplifying the life

HE THONG CONG THANH TOAN

TAI LIEU PAC TA KET NOI
MERCHANT TMDT

Ma hiéu du an: VPG
Ma hiéu tai li¢u: VPG_DTKN_TMDT
Phién ban: 2.1.0

Ha Noi, thang 9 ndm 2015



Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY v2.1.0

HE THONG CONG THANH TOAN
TAI LIEU PAC TA KET NOI
MERCHANT TMDT

Ma hiéu du an: VPG
Ma hiéu tai liéu: VPG_DTKN_TMDT
Phién ban: 2.1.0

<Ha Ngi, 9/2015>

Cong ty ¢ phan Giai phap thanh toan Viét Nam 2/39



*A — Tao méi, M — Stra doi, D — X0a bod

BANG GHI NHAN THAY POI

Ngay Vitri | A* | Ngudn goc | Phién M0 ta thay ddi Phién
thay ddi | thay ddi | M, D ban cii ban méi

24/09/2015 Tao mai v1.0.0

01/06/2016 Cap nhat thém API: v1.0.1
querydr,refund

10/03/2017 Cap nhat biang ma 15i v1.0.2

11/06/2018 Cap nhat thém tham s6 | v2.0.1
dau vao thanh toan,
chuyén API sang POST,
B6 sung SHA256

19/07/2021 Cap nhat tham s6 dau vao | v2.1.0
thanh todn, bd sung
HMACSHA512

24/09/2021 Cap nhat thém API: v2.1.0

refundbatch




Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY v2.1.0
MUC LUC
L. GIOT THIEU........ooiioiieeeieeeeeeeeeee ettt n sttt 5
1.1, MUC GICh ta1 IEU ...eeeiiieiii e 5
1.2, Pham VIt HEU ..uuvvviiiiii it a e 5
1.3.  Dinh nghia thuat ngit va cAc tlr VIt tAl........ooveeveeieeeieeeeeeee e 5
2. MO HINH KET NOI VA PAC TA DU LIEU TRAO DPOI ..............cccceeoeee.... 6
2.1. M5 hinh két ndi website TMDT v6i Cong thanh toan VNPAY ........cccevenee.. 6
2.2. M0 ta quy trinh thanh toan ... 6
2.3, XU LY AON RANG ...oiiiiiiiiiie e e 6
2.4, S0 A0 TUAN TW.vvvvvvverirereseesseses sttt e 7
2.5, DEC tA Al TBU tra0 AO1 «.v.vvvveeeeeeeeeeeeeeeee e eee e iibee e it e 8
2.5 1 KiGU QiF liGU.o.oovvvorevvoevieseeseeesee st 8
252  CAc trieong thOng tin trao @i ..........o.evveeeeeiiiiiereeeseessiiustenseseserersrennens 8
2.5.3  Yéu cdu thanh toan (vip_COMMANA=PAY) .........ccoeisiiiverrerrerrererererneennnn. 8
254 Yéu cdu truy vin giao dich (vap_Command=querydr) ................c........ 15
255  Yéu cau hoan tra giao dich (vap_Command=refund) .................cco........ 21
2.5.6  Yéu cdau hoan tra giao dich theo 16 (vnp_Command=refundbacth)........ 26
257 BANG MA L0 oo e it 34
2.5.8  THU VIEN KEE NOT...utveriivceereeeeeseieseeise s 36
2.5.9  LEGH M@tttk e 39
Cong ty ¢ phan Giai phap thanh toan Viét Nam 4/39



Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY v2.1.0

1. GIOI THIEU

1.1. Muc dich tai li¢u
Tai liéu cung cap dic ta ky thuat ctia két néi Cong thanh toan VNPAY danh cho Merchant
TMDT.

1.2. Pham vi tai li¢u
M6 ta ngan gon M6 hinh két ndi, so do tuan tu, cac ham API cua cac nghiép vu lién quan
t61 viéc két ndi gitra hai hé thong.

1.3. Pinh nghia thuit ngir va céc tir viét tit

Thuat ngir Dinh nghia Ghi cha
Tmdt Thuong mai dién tur
VnPayment Cong thanh todan VNPAY
Merchant Pon vi chap nhan thé
Api Giao dién két ndi C’Ié merchant c6 thé tuong
tac dugc véi hé thong cia VNPAY
Ma su dung dé kiém tra su toan ven cua dit
Checksum )
liéu
OTP Mat khau xac thuc cho giao dich (One Time

Password)

Béang 1: Thuat ngir va dinh nghia
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2. MO HINH KET NOI VA PAC TA DU LIEU TRAO POI

2.1. MB0 hinh két ndi website TMPT véi Cong thanh toin VNPAY

\\\, HTTP Redirect
(6]

§ ssl, checksum

Website TMDT VnPayment

2.2. MO0 ta quy trinh thanh toan

&.i‘) O' ”~;._\T ‘“®—

Khach hang Website VnPayment Ngan hang

e Khach hang vao website TMDT dé mua hang va chon Thanh toan truc tuyén qua
VNPAY.

e Website TMDT guri thong tin thanh toan cua khach hang sang VNPAY dudi dang
mo cira s6 popup iframe. Thong tin giii sang theo dic ta ki thuat cia tai liéu nay

e Khach hang nhap thong tin xac thyc tai khoan Ngan hang tai VNPAY

e Khach hang thanh toan don hang xong, VNPAY sé& giri thong bao két qua thuc
hién giao dich cho Website TMDT (thdng qua IPN Url) va chuyén Khach hang t&i
trang thong béo két qua giao dich.

2.3. Xirly don hang

Cin ¢ vao két qua thuc hién GD mua hang ctia khach hang, D6i tac TMDT (nguoi ban
hang, chiisé hitu cua website TMDT) sé& xir 1y don hang cin ¢t theo két qua thyc hién GD
cua khach hang:

- Giao dich thanh céng: Bdi tac TMDT tién hanh giao hang hodc cung cap dich vu cho
khéch hang theo dung yéu cau ctia don hang.

- Giao dich thanh cong tai VNPAY — Hét hang/Khéng cung cip dwoc dich vu cho
khach hang: Dbi tac TMDT s& lya chon viéc cung cip hang hoa, dich vu theo yéu cau
ctia khach hang hodc ding nhap vao hé thong quan 1y giao dich danh cho Merchant do
VNPAY cung cép dé thuc hién viéc hoan tién cho khach hang.

- Giao dich khong thanh cong: Cin ctr vao ma 15i tra vé cia VNPAY, website TMDT s&
hién thi thong béo 16i cho khach hang biét.
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2.4. So d6 tudn tu

Website Ngan
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| | |
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M0 ta so do:

Bude 1: Khach hang vao website TMDT thuc hién mua hang va chon Thanh todn qua VNPAY
Buwdce 2: Website merchant giri thong tin thanh toan cua khach hang sang VNPAY theo déc ta
két ndi (muc 2.5.2.1)

Buwéc 3: Khach hang nhéap thong tin xdc thuc thé thanh toan tai VNPAY. Thong qua két ndi
riéng giita VNPAY va Ngan hang, VNPAY s& giri yéu cau sang bén Ngan hang dé thuc hién xac
thue tai khoan

Xéac thyc thanh cong, Ngan hang s& giri mat khau OTP tdi khach hang, VNPAY chuyén khach
hang sang buéc 4.

Budc 4: Khach hang nhap mat khau OTP dé hoan tit giao dich. VNPAY giri yéu cau xac thuc
OTP sang Ngan hang. Xac thyc OTP thanh cong, hé thong Ngan hang sé& tién hanh chuén chi
cho giao dich. Két thiic budc xac thuc OTP hé thong chuyén khach hang sang buée 5.

Buéc 5: VNPAY thong bao két qua thanh toan Website TMDT dé website TMDT tién hanh cip
nhéat giao dich thanh toan (di li¢u trao d6i muc 2.5.2.2). Néu giao dich thanh cong, Merchant
tién hanh xu 1y don hang (muc 2.3)
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2.5. Dic ta dir liéu trao ddi

2.5.1 Kiéu dir liéu

Kiéu dir liéu M5 ta

Alpha Dit liéu kiéu chudi, chi bao gdm cac ky tu in hoa (A-Z),
thuong (a-z)

Numeric Dit liéu kiéu s, chi bao gdm céc ky tu s6(0-9)

Alphanumeric Dit liéu kiéu s6, bao g@)m cac ky tu in hoa, thuong, ky tu $6

2.5.2 Céc treong thong tin trao doi

Tén tham so

Mo ta

Bit budc/Tuy chon Kiéu dir liéu Min,Max Vi du

2.5.3 Yéu cau thanh toan (vnp_Command=pay)

2.5.3.1 Merchant giri VNPAY

vnp_Version

Phién ban api ma merchant két ndi. Phién ban hién tai 14 2.1.0

Bit budc Alphanumeric 1,8 2.1.0

vnp_Command

Ma API st dung, ma cho giao dich thanh todn 1a pay

Bit budc Alpha 1,16 pay

vnp_TmnCode

M4 dinh danh (app/website/dich vu) cia merchant trén hé thong cia VNPAY

Bit budc Alphanumeric 8 VNPAY001
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Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY

v2.1.0

vnp_BankCode

M4 Ngan hang thanh toan. Néu khong truyén gia tri cho tham sé nay, Khach hang s&
chon Ngan hang thanh toan tai VNPAY.

Tuy chon Alphanumeric 3,20 VIETCOMBANK

vnp_Locale

Ngén ngit khach hang dang st dung. Hién tai hd trg Tiéng Viét (vn), Tiéng Anh (en)

Bit budc Alpha 2,5 vn

vnp_CurrCode

Pon vi tién té sit dung thanh todn. Hién tai chi hd trg VND,USD

Bit budc Alpha 3 VND

vnp_TxnRef

Ma tham chiéu cua giao dich tai hé thong ctia merchant. Ma nay 13 duy nhat dung dé

phan biét cac don hang gtri sang VNPAY. Khong dugc trung 1ap trong ngay

Bit budc Alphanumeric 1,100 VNPAY123

vnp_Orderlnfo

Thong tin mo ta ndi dung thanh toan (Tiéng Viét, khong dau)

Bit bubc Alphanumeric 1,255 Nap 100K cho so dien
thoai 0934998386

vnp_OrderType

Ma danh muyc hang héa. Mdi hang hoa s& thudoc mot nhém danh muc do VNPAY quy
dinh. VNPAY s& cung cip bang danh muc nay tai trang danh cho merchant cia VNPAY

Bit budc Alphanumeric 1,100 topup
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Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY v2.1.0

vnp_Amount

S tién thanh toan. S tién khong mang cac ky tu phéan tach thap phan, phan nghin, ky tu
tién t&. D& giri s tién thanh toan 1a 10,000 VND (mudi nghin VND) thi merchant can
nhan thém 100 1an (khir phan thap phén), sau d6 giri sang VNPAY la: 1000000

Bit budc Numeric 1,12 100000

vnp_ReturnUrl

Dia chi tra vé khi khach hang thuc hién thanh toan xong

Bit budc Alphanumeric 10,255 https://merchant.com/return

vnp_lpAddr

Dia chi IP cua khéach hang thyc hién giao dich

Bit budc Alphanumeric 7,45 123.123.123.123

vnp_CreateDate

Thot gian ghi nhan giao dich tai website cua merchant GMT+7, dinh dang:
yyyyMMddHHmMmss

Bit budc Numeric 14 20150924080900

vnp_ExpireDate

Thoi gian hét han thanh toan GMT+7, dinh dang: yyyyMMddHHmmss

Bit bude Numeric 14 20150924083000

vnp_Bill_Mobile

S6 dién thoai cuia khach hang

Tuy chon Alphanumeric 14 84932224546

vnp_Bill_Email

Dia chi email cua khéach hang
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Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY v2.1.0
Tuy chon Alphanumeric 100 khachhang@vnpay.vn
vnp_Bill_FirstName
Ho cta khach hang (trong tén ddy du gdm c6 Ho + Dém + Tén)

Tuy chon Alpha 20 NGUYEN

vnp_Bill_LastName

Dém va Tén cua khach hang

Tuy chon Alpha 50

VAN AN

vnp_Bill_Address

Dia chi cua khach hang

Tuy chon Alphanumeric 100

P315, 22 Lang Ha

vnp_Bill_City

Tinh/Thanh phé ctia khach hang

Tuy chon Alphanumeric 50

HANOI

vnp_Bill_Country

Mi Qubc gia 02 ky tur ciia khach hang, theo bang ma:
https://en.wikipedia.org/wiki/ISO_3166-1 alpha-2

Tuy chon Alphanumeric 2

VN

vnp_Bill_State

M4 Bang, 4p dung cho cac qudc gia nhu: My, Canada,...

Ma bang tham khao tai link:
My (US): https://pe.usps.com/text/pub28/28apb.htm
Canada(CA): https://pe.usps.com/text/pub28/28apa_005.htm

Tuy chon Alphanumeric 2

CA
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vnp_Inv_Phone

S0 dién thoai cua ca nhan/to chirc in trén hoa don dién tir

Tuy chon Alphanumeric 20 8491234567

vnp_Inv_Email

bia chi email nhan Hoa don dién tir

Tuy chon Alphanumeric 100 hotro@vnpay.vn

vnp_Inv_Customer

Ho tén cta khach hang in trén Hoa don dién tu

Tuy chon Alphanumeric 50 NGUYEN VAN A

vnp_Inv_Address

Dia chi ghi trén hoa don dién tur

Tuy chon Alphanumeric 14 22 Lang Ha, Pbng
Pa, Ha Noi

vnp_Inv_Company

Tén Cong ty/TH chirc in trénhoa don dién tir

Tuy chon Alphanumeric 100 Cong ty VNPAY

vnp_Inv_Taxcode

Mai sb thué cuia Cong ty/To chirc

Tuy chon Alphanumeric 50 20180924080900

vnp_Inv_Type

Loai hoa don dién tur:
- |I: Ca nhan
- O: T chtre
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Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY v2.1.0

Tuy chon Alpha 1 I

vnp_SecureHash

M3 kiém tra (checksum) dé dam bao dit liéu cua giao dich khong bj thay ddi trong qua
trinh chuyén tir merchant sang VNPAY. Viéc tao ra ma nay phu thudc vao cAu hinh cua

merchant va phién ban api sir dung. Phién ban hién tai, mic dinh ho tro HMACSHA512

Bit buoc | Alphanumeric | 32,256 | 2cd8a970b02a4ddbe2272f05f3f818c9ddc27dcac

0e3674a9cfd9f50fad52c4e96b7eeel18775bch816

9415d35d87869c3ff911baa397134218d5c2ac667
1b453

2.5.3.2 Théng tin nhin vé tir VNPAY

vnp_TmnCode

M4 dinh danh (app/website/dich vu) ciia merchant trén hé thong cia VNPAY

Bit budc Alphanumeric 8 VNPAY001

vnp_TxnRef

Ma tham chiéu cua giao dich tai hé thong cia merchant. Ma nay do merchant giri sang

khi yéu cau thanh toan. VNPAY gui lai dé merchant cap nhat

Bit budc Alphanumeric 1,100 VNPAY123

vnp_Amount

S tién thanh toan. S6 tién khong mang cac ky tu phéan tach thap phan, phan nghin, ky tur
tién t&. Dé giri s6 tién thanh toan 1a 10,000 VND (mudi nghin VND) thi merchant can
nhan thém 100 1an (khtr phan thap phén), sau d6 giri sang VNPAY la: 1000000

Bit budc Numeric 1,12 100000

vnp_Orderinfo

Théng tin mo ta ndi dung thanh toan (Tiéng Viét, khong dau)
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Bit budc Alphanumeric 1,255 Nap 100K cho so dien
thoai 0934998386

vnp_ResponseCode

Mai phan hoi két qua thanh toan. Quy dinh ma tra 161 00 ung véi két qua Thanh cong cho

tat ca cac APL Tham khao thém tai bang ma 15i

Bit budc Numeric 2 00

vnp_BankCode

Ma Ngéan hang phat hanh thé ( Ngan hang thanh toan)

Bit budc Alphanumeric 3,20 VIETCOMBANK

vnp_BankTranNo

Ma giao dich tai Ngan hang

Tuy chon Alphanumeric 3,255 20160802055902

vnp_CardType

Loai tai khoan/thé khach hang st dung: ATM,IB,ACC,QRCODE

Tuy chon Alpha 3,20 QRCODE

vnp_PayDate

Thoi gian khach hang thanh toan, ghi nhan tai VNPAY tinh theo GMT+7. Dinh dang:
yyyyMMddHHmMmss

Bit budc Numeric 14 20150924130500

vnp_TransactionNo

Ma giao dich ghi nhan tai h¢ théng VNPAY

Bit budc Numeric 1,15 1001
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Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY v2.1.0

vnp_TransactionStatus

Tinh trang cua giao dich tai Céng thanh toan VNPAY. Xem thém tai muc 2.5.7.2
- 00: Giao dich thanh toan dugc thuc hién thanh cong tai VNPAY
- Khac 00: Giao dich khong thanh cong tai VNPAY

Bit budc Numeric 2 00

vnp_SecureHash

Mi kiém tra (checksum) dé dam bao dir liéu cia giao dich khong bi thay d6i trong qua
trinh chuyén tir VNPAY vé merchant. Viéc tao ra mé nay phu thudc vao cau hinh cua
merchant va phién ban api sir dung. Phién ban hién tai, mie dinh hé tro HMACSHAS12.
Quy tic va Phuong thtc sit dung giéng voi budc merchant giri sang VNPAY

Bit buoc | Alphanumeric | 32,256 | 2cd8a970b02adddbe2272f05f3f818c9ddc27dcac

0e3674a9cfdof50fad52c4e96b7eeel18775bch816

9415d35d87869c3ff911baa397134218d5c2ac667
1b453

2.5.4 Yéu cu truy vén giao dich (vnp_Command=querydr)
Method: POST
Content-Type: application/json

2.5.4.1 Merchant giri VNPAY

vnp_ Requestld

Mai hé théng merchant ty sinh tng v6i mdi yéu ciu truy van giao dich. Ma nay 1a duy
nhat ding dé phan biét cic yéu cau truy van giao dich. Khong duoc tring 1ap trong

ngay.

Bit budc Alphanumeric 1,32 6fd7af91-258b-4f32-a965-d1elcfed61c8

vnp_Version
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Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY

v2.1.0

Phién ban api ma merchant két ndi. Phién ban hién tai 1a 2.1.0

Bit budc Alphanumeric 1,8 2.1.0

vnp_Command

Ma API str dung, ma cho giao dich thanh toan la querydr

Bit budc Alpha 1,16 querydr

vnp_TmnCode

M4 dinh danh (app/website/dich vu) ctia merchant trén hé thong ctia VNPAY

Bit budc Alphanumeric 8 VNPAY001

vnp_TxnRef

Ma tham chiéu cua giao dich tai hé thong clia merchant. M nay la duy nhat dung dé

phén biét cac don hang gui sang VNPAY. Khong dugc trung 1dp trong ngay

Bit budc Alphanumeric 1,100 VNPAY123

vnp_Orderinfo

Mo ta thong tin yéu cau (‘Request description)

Bit bude Alphanumeric 1,255 Query transaction result,
tranid=1234

vnp_TransactionNo

M3 giao dich ghi nhan tai hé thing VNPAY

Tuy chon Numeric 1,15 1001

vnp_TransactionDate

Thoi gian ghi nhan giao dich tai website clia merchant tinh theo GMT+7, dinh dang:
yyyyMMddHHmmss, tham khao gia tri: vnp_CreateDate ciia vnp_Command=pay
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Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY v2.1.0

Bit budc Numeric 14 20150924080900

vnp_CreateDate

Thoi gian phat sinh request (Request Date) GMT+7, dinh dang: yyyyMMddHHmmss

Bit budc Numeric 14 20150924080900

vnp_IpAddr

Dia chi IP cia may chu thuc hién goi API

Bit budc Alphanumeric 7,45 123.123.123.123

vnp_SecureHash

Mai kiém tra (checksum) dé dam bao dir liéu cta giao dich khéng bi thay d6i trong qua
trinh chuyén tir merchant sang VNPAY. Viéc taora ma nay phu thudc vao cau hinh ctia

merchant va phién ban api st dung. Phién ban hién tai, méc dinh hd tro HMACSHA512

Bit buoc | Alphanumeric | 32,256 | 2cd8a970b02a4ddbe2272f05f3f818c9ddc27dcacO
e3674a9cfd9f50fad52c4e96b7eeel8775bch81694
15d35d87869c3ff911baa397134218d5c2ac6671b

453
Quy tic data = vnp_Requestld + “|” + vnp_Version + “” +
tao vnp_Command + “[” + vaop_TmnCode + | +
checksu vnp_TxnRef + “|” + vnp_TransactionDate + | +
m vnp_CreateDate + “|” + vnp_IpAddr + “” +

vnp_OrderInfo;

checksum = hashWithSecureType(secretKey,
data);

2.5.4.2 Thong tin nhin vé tic VNPAY

vnp_Responseld

Mai hé théng VNPAY tu sinh tmg véi mdi yéu cau truy van giao dich. M nay 1a duy

nhat ding dé phan biét cic yéu cau truy van giao dich. Khong dugc trung 13p trong
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ngay.

Bit budc Alphanumeric 1,32 6fd7af91-258b-4132-
a965-dlelcfed61c8

vnp_Command

Ma API str dung, ma cho giao dich thanh toan la querydr

Tuy chon Alpha 1,16 querydr

vnp_TmnCode

M4 dinh danh (app/website/dich vu) ctia merchant trén hé thong ctia VNPAY

Bit budc Alphanumeric 8 VNPAY001

vnp_TxnRef

M3 tham chiéu cua giao dich tai hé théng ctia‘merchant. M niy do merchant giri sang

khi yéu cau thanh toan. VNPAY gui lai dé merchant cap nhat

Bit budc Alphanumeric 1,100 VNPAY123

vnp_Amount

S tién thanh toan. Tham khao vnp_Amount trong vnp_Command=pay

Bit bude Numeric 1,12 100000

vnp_Orderinfo

Théng tin mo ta ndi dung thanh toan (Tiéng Viét, khong dau)

Bit budc Alphanumeric 1,255 Nap 100K cho so dien
thoai 0934998386

vnp_ResponseCode

M3 phan hoi két qua xir Iy ctia API. Quy dinh ma tra 101 00 Gng v&i yéu cau querydr

duoc thuc hién thanh cong. Tham khdo thém tai bang ma 16i.
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Chu y: Day 1a két qua phan hoi ciia hé thong. Két qua cuia giao dich (thanh cong/ khong
thanh cong) xem thém tai: vnp_TransactionStatus

Bit budc Numeric 2 00
vnp_Message

Mo ta thong tin trong tmg véi vnp_ResponseCode

Bit budc Alphanumeric 10,255 Query Success

vnp_BankCode

Ma Ngan hang phat hanh thé ( Ngan hang thanh toan)

Bit budc Alphanumeric 3,20

VIETCOMBANK

vnp_CardType

Loai tai khoan/thé khach hang str dung: ATM,IB,ACC,QRCODE

Tuy chon Alpha 3,20 QRCODE
vnp_PayDate
Thoi gian khach hang thanh toan, ghi nhan tai VNPAY. Dinh dang:
yyyyMMddHHmMmss
Tuy chon Numeric 14 20150924130500
vnp_TransactionNo
M3 giao dich ghi nhan tai hé thing VNPAY
Bit budc Numeric 1,15 1001
vnp_TransactionType
Loai giao dich tai h¢ théng VNPAY:
01: GD thanh toan
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02: Giao dich hoan tra toan phan

03: Giao dich hoan tra mot phﬁn

Bit budc

Numeric

02

vnp_TransactionStatus

Tinh trang cua giao dich tai Céng thanh toan VNPAY. Xem thém tai muc 2.5.7.2

Bit budc

Numeric

2

00

vnp_PromotionCode

Mi khuyén mai

Tuy chon

Alphanumeric

1,12

VNPAY

vnp_PromotionAmount

S0 tién khuyén mai

Tuy chon

Numeric

1,12

1000

vnp_SecureHash

va Phuong thirc sir dung giéng voi budc merchant giri sang VNPAY

Ma kiém tra (checksum) dé dam bao dit liéu ciia giao dich khong bi thay ddi trong qué
trinh chuyén tir VNPAY vé merchant. Viéc tao ra mi nay phu thude vao cAu hinh cua

merchant va phién ban api str dung. Phién ban hién tai hd tro HMACSHAS512. Quy tic

Tuy chon

Alphanumeric

32,256 | 2c¢d8a970b02a4ddbe2272f05f3f818c9ddc27dcacO
e3674a9cfd9f50fad52c4e96b7eeel8775bch81694
15d35d87869c3ff911haa397134218d5c2ac6671b

Quy tic
tao

checksu

data = vnp_Responseld + “|” + vnp_Command +
“” + vnp_ResponseCode + “|” + vnp _Message +
“”+vnp_TmnCode + “|” + vnp_TxnRef + | +

vnp_Amount + “|” vnp_BankCode + “|” +

vnp_PayDate + “” + vnp_TransactionNo + “|” +
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66|7’

vnp_TransactionType + “|” +
vnp_TransactionStatus + “|” + vnp_OrderInfo +
+ vnp_PromotionCode + “|” +

vnp_PromotionAmount;

checksum = hashWithSecureType(secretKey,
data);

2.5.5 Yéu ciu hoan tra giao dich (vnp_Command=refund)

Merchant giri yéu cau sang Cong thanh toan khi mudn thuc hién tra lai tién cho khach hang. S&

tién hoan tra nho hon hodc bang sb tién cia giao dich thanh toan.

Method: POST

Content-Type: application/json

2.55.1 Merchant giri VNPAY

vnp_Requestid

M3 hé théng merchant ty sinh (mg véi mdi yéu cau hoan tra giao dich. Ma nay 1a duy

nhét dung dé phéan biét cac yéu cau hoan tra giao dich. Khong dugc tring lap trong ngay.

Bit budc

Alphanumeric 1,32

6fd7af91-258b-4f32-a965-d1elcfed61c8

vnp_Version

Phién ban api ma merchant két ndi. Phién ban hién tai 1 2.1.0

Bit budc Alphanumeric 1,8 2.1.0
vnp_Command

Ma API stir dung, ma cho giao dich thanh toan la refund

Bit budc Alpha 1,16 refund

vnp_TmnCode

M4 dinh danh (app/website/dich vu) ctia merchant trén hé thong cia VNPAY

Bit budc

Alphanumeric

8

VNPAY001
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vnp_TransactionType

Loai giao dich tai h¢ théng VNPAY:
02: Giao dich hoan tra toan phan
03: Giao dich hoan tra mot phan

Bit budc Numeric 1,15 02

vnp_TxnRef

M3 tham chiéu cua giao dich tai hé thong ctia merchant. M nay 13 duy nhat dung dé

phén bi¢t cac don hang giri sang VNPAY. Khong dugc trung 1ap trong ngay

Bit budc Alphanumeric 1,100 VNPAY123

vnp_Amount

S6 tién hoan tra lai cho khach hang. S6 tién nay nho hon hodc bang sd tién ciia giao dich
thanh toan (vnp_Command=pay). S tién khong mang cac ky tu phéan tach thap phén,
phan nghin, ky ty tién t&. Dé giri s6 tién thanh toan 1a 10,000 VND (mudi nghin VND)
thi merchant can nhan thém 100 1an (khtr phan thap phan), sau d6 gii sang VNPAY la:
1000000

Bit budc Numeric 1,12 100000

vnp_Orderinfo

Noi dung cuia yéu cau hoan tién (Request Description)

Bit budc Alphanumeric 1,255 Khach hang tra lai hang

vnp_TransactionNo

Ma giao dich ghi nhan tai h¢ théng VNPAY

Tuy chon Numeric 1,15 1001

vnp_TransactionDate

Thot gian ghi nhan giao dich tai website cia merchant tinh theo GMT+7, dinh dang:
yyyyMMddHHmmss, tham khao gia tri: vnp_CreateDate cua vnp_Command=pay

Cong ty ¢ phan Giai phap thanh toan Viét Nam 22/39



Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY v2.1.0
Bit budc Numeric 14 20150924080900
vnp_CreateBy
Nguoi khoi tao hoan tién
Bit budc Alphanumeric 1,245 anv@vnpay.vn

vnp_CreateDate

Thoi gian phat sinh request (Request D

ate) GMT+7, dinh dang: yyyyMMddHHmmss

Bit budc Numeric 14 20150924080900
vnp_IpAddr

Dia chi IP ctia may chu thuc hién goi API

Bit budc Alphanumeric 7,45 123.123.123.123

vnp_SecureHash

Ma kiém tra (checksum) dé dam bao dit liéu ciia giao dich khong bi thay ddi trong qué
trinh chuyén tor merchant sang VNPAY. Viéc tao ra ma nay phu thudc vao c4u hinh cua

merchant va phién ban api str dung. Phién ban hién tai ho tro HMACSHA512

Bit buoc | Alphanumeric | 32,256

2cd8a970b02a4ddbe2272f05f3f818c9ddc27dcac

0e3674a9cfd9f50fad52c4e96b7eeel8775bch816

9415d35d87869c3ff911baa397134218d5c2ac667
1b453

Quy tic
tao

checksu

data = vnp Requestld +

‘6‘7’

+ vnp_Version + “|”
+ vnp_Command + “|” + vnp_TmnCode + “|” +
vnp_TransactionType + “” + vnp_TxnRef + «|”

+ vnp_Amount +

GC|”

+ vnp_TransactionNo +

L‘|”

+ vnp_TransactionDate +

“|9’

+ vnp_CreateBy +
“” + vnp_CreateDate + “|” + vnp_IpAddr + | +

vnp_OrderInfo;

checksum = hashWithSecureType(secretKey,
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data);

2.5.5.2 Théng tin nhin vé tic VNPAY

vnp_Responseld

Mi hé théng VNPAY tu sinh img v6i mdi yéu cau hoan tra giao dich. Mi nay 1a duy

nhat ding dé phan biét cic yéu cau hoan tra giao dich. Khong duoc trang lip trong ngay.

Bit budc Alphanumeric 1,32 6fd7af91-258b-4f32-a965-d1elcfed61c8

vnp_Command

Ma API sir dung, ma cho giao dich thanh toan la refund

Tuy chon Alpha 1,16 refund

vnp_TmnCode

M4 dinh danh (app/website/dich vu) ctia merchant trén hé thong cia VNPAY

Bit budc Alphanumeric 8 VNPAY001

vnp_TxnRef

M3 tham chiéu cua giao dich tai hé théng ctia merchant. M niy do merchant giri sang

khi yéu cau thanh toan. VNPAY gui lai dé merchant cép nhat

Bit budc Alphanumeric 1,100 VNPAY123

vnp_Amount

S tién hoan. Tham khao vnp_Amount ¢ phan giri yéu cau sang VNPAY.

Bit budc Numeric 1,12 100000

vnp_Orderinfo

Noi dung cua yéu cau hoan tién

Tuy chon Alphanumeric 1,255 Khéch hang tra lai hang
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vnp_ResponseCode

M3 phan hoi két qua xir 1y cua APL. Quy dinh ma tra 101 00 ting voi yéu cau refund duoc
thyc hién thanh cong. Tham khao thém tai bang ma 16i.
Chu ¥: Pay 1a két qua phan hoi ctia hé théng. Két qua tinh trang cta giao dich xem thém

tai: vnp_TransactionStatus

Bit budc Numeric 2 00

vnp_Message

M6 ta thong tin turong (g véi vnp_ResponseCode

Bit budc Alphanumeric 10,255 send refund success

vnp_BankCode

Ma Ngan hang phat hanh thé (Ngén hang thanh toan)

Bit budc Alpha 3,20 VIETCOMBANK

vnp_PayDate

Ngay hoan tra. Dinh dang: yyyyMMddHHmmss

Tuy chon Numeric 14 20150924130500

vnp_TransactionNo

Ma giao dich hoan tra tuong (mg ghi nhén tai hé thing VNPAY

Bit budc Numeric 1,15 1001

vnp_TransactionType

Loai giao dich tai h¢ théng VNPAY:
02: Giao dich hoan tra toan phan

03: Giao dich hoan tra mot phan
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Bit budc

Numeric

vnp_TransactionStatus

Tinh trang cua giao dich tai Céng thanh toan VNPAY. Xem thém tai muc 2.5.7.2

Bit budc

Numeric

2 00

vnp_SecureHash

Ma kiém tra (checksum) dé dam bao dit lidu cuia giao dich khong bi thay ddi trong qué
trinh chuyén tir VNPAY vé merchant. Viéc tao ra mé nay phu thudc vao cau hinh cua
merchant va phién ban api str dung. Phién ban hién tai hd trg HMACSHAS512. Quy tic

va Phuong thtc st dung giéng voi budc merchant giri sang VNPAY

Tuy chon | Alphanumeric

32,256

2cd8a970b02a4ddbe2272f05f3f818c9ddc27dcac

0e3674a9cfd9f50fad52c4e96b7eeel8775bch816

9415d35d87869c3ff911baa397134218d5c2ac667
1b453

Quy tic
tao
checksu

m

data = vnp_Responseld + “|” + vnp_Command +

66|9,

+ vnp_ResponseCode +

65|7’

+ vnp Message +
“”+vnp_TmnCode + “|” + vnp_TxnRef + *|” +
vnp_Amount + “|” + vnp_BankCode + “|” +

vnp_PayDate +

‘6‘7’

+ vnp_TransactionNo + “|” +
vnp_TransactionType + “|” +

vnp_TransactionStatus + “” + vnp_OrderInfo;

checksum = hashWithSecureType(secretKey,
data);

2.5.6  Yéu ciu hoan tra giao dich theo 16 (vnp_Command=refundbacth)

Merchant giri yéu cau sang Cong thanh toan khi mudn thyc hién tra lai tién cho khach hang theo

16. S tién hoan tra nho hon hodc bang s tién cta giao dich thanh toan.

Method: POST
Content-Type: application/json
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2.5.6.1 Merchant giti VNPAY

vnp_Requestld

trong ngay

M3 hé théng merchant ty sinh (mg véi mdi yéu cau hoan tra giao dich theo 16. Ma nay la

duy nhét dung dé phan biét cac yéu cau hoan tra giao dich theo 16. Khéng dugc trung lap

Bit budc

Alphanumeric

1,32

6fd7af91-258b-4f32-a965-d1elcfed61c8

vnp_Version

Phién ban api ma merchant két ndi. Phién ban hién tai 1a 2.1.0

Bit budc

Alphanumeric

1,8 2.10

vnp_Command

Ma API sir dung, ma cho giao dich thanh toan la refundbacth

Bit budc

Alpha

1,16 refundbacth

vnp_TmnCode

M4 dinh danh (app/website/dich vu) ctia merchant trén hé thong cia VNPAY

Bit budc Alphanumeric 8 VNPAY001
vnp_CreateBy

Ngudi khai tao hoan tién

Bit budc Alphanumeric 1,245 anv@vnpay.vn

vnp_CreateDate

Thot gian phat sinh request (Request Date) GMT+7, dinh dang: yyyyMMddHHmmss

Bit bude Numeric 14 20150924080900

vnp_IpAddr

Dia chi IP cia may chu thuc hién goi API

Bit budc Alphanumeric 7,45 123.123.123.123
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vnp_Data

hoan tra giao dich theo 16

Danh sach céc giao dich hoan tién. Giéi han t6i da 50 giao dich hoan tién trén 1 yéu cau

Bit buoc | Alphanumeric

[
{

"vnp_Datald": "67c040b3-2361-45d0-81ch-

969e2a4404c1",
"vnp_TransactionType": "03",
"vnp_TxnRef": "VNPAY1001",
"vnp_Amount": "100000",
"vnp_OrderInfo™: "Hoan tien mot phan”,
"vnp_TransDate": "20210924093643"
3

{

"vnp_Datald": "0af2d7c5-b45b-4a65-aaa8-
a9adb78b4924",

"vnp_TransactionType": "02",
"vnp_TxnRef": "WNPAY1002",
"vnp_Amount": "10000000",
"vnp_OrderInfo": "Hoan tien toan phan",

"vnp_TransDate": "20210924093802"

- Chi tiét dir liéu:

vnp_Datald

Mi dinh danh hé théng merchant tyr sinh g véi mdi yéu cau hoan trong 16. M& nay
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1a duy nhat trong danh sach yéu cau hoan theo 16

Bit budc Alphanumeric | 1,32 | 67c040b3-2361-45d0-81cb-969e2a4404cl

vnp_TransactionType

Loai giao dich tai h¢ théng VNPAY:
02: Giao dich hoan tra toan phan
03: Giao dich hoan tra mot phan

Bit budc Numeric 1,15 02

vnp_TxnRef

M3 tham chiéu cua giao dich tai hé théng ctia merchant. Ma nay 13 duy nhat dung dé

phan biét cac don hang giri sang VNPAY. Khong duoc trung 1ap trong ngay

Bit budc Alphanumeric 1,100 VNPAY123

vnp_Amount

S6 tién hoan tra lai cho khach hang. SO tién nay nhé hon hodc bang s tién ciia giao
dich thanh toan (vnp_Command=pay). S tién khéng mang cac ky tu phan tach thap
phan, phan nghin, ky tu tién t&. Dé giri s tién thanh toan 1a 10,000 VND (muoi nghin
VND) thi merchant ¢an nhan thém 100 lan (khir phan thap phan), sau d6 giri sang
VNPAY la: 1000000

Bit budc Numeric 1,12 100000

vnp_Orderinfo

Noi dung cua yéu cau hoan tién (Request Description)

Bit budc Alphanumeric 1,255 Khach hang tra lai hang

vnp_TransactionNo

M3 giao dich ghi nhan tai hé thing VNPAY

Tuy chon Numeric 1,15 1001
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vnp_TransDate

Thoi gian ghi nhan giao dich tai website cua merchant tinh theo GMT+7, dinh dang:
yyyyMMddHHmmss, tham khao gia tri: vnp_CreateDate ctia vnp_Command=pay

Bit budc

Numeric

14 20150924080900

vnp_SecureHash

M3 kiém tra (checksum) dé dam bao dit liéu cua giao dich khong bi thay di trong qua
trinh chuyén tir merchant sang VNPAY. Viéc tao ra mi nay phu thudc vao cdu hinh cta

merchant va phién ban api sir dung. Phién ban hién tai hd tro HMACSHAS12

Bit buoc | Alphanumeric

32,256

2cd8a970b02a4ddbe2272f05f3f818c9ddc27dcac

0e3674a9cfd9f50fad52c4e96b7eee18775bch816

9415d35d87869¢3ff911baa397134218d5c2ac66
71b453

Quy tic
tao

checksum

66|”

data = vnp_Requestld + “|” + vnp_Version +
+ vnp_Command + “” + vnp_TmnCode + “|” +
vnp_CreateBy + “[” + vnp_CreateDate + " +
vnp_IpAddr + “” + vnp_Data;

checksum = hashWithSecureType(secretKey,
data);

2.5.6.2 Théng tin nhin vé tir VNPAY

vnp_ResponseCode

Mi phan hoi két qua xur 1y ciia APL. Quy dinh ma tra 16i 00 ing v6i yéu cau hoan tra
giao dich theo 16 dugc thyc hién thanh cong. Tham khao thém tai bang ma 16i.
Chu y: Pay 1a két qua phan hoi cta hé thong tng véi yéu cau hoan tra giao dich theo 16.

Két qua xir 1y ctia mdi giao dich trong 16 xem thém tai: vnp_DataResponseCode

Bit budc

Numeric

2 00

vnp_Message
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MO0 ta thong tin twong tmg véi vnp_ResponseCode

Bit budc

Alphanumeric 10,255 Success

vnp_Data

trong danh sach & request

Danh sach két qua xir 1y cac giao dich hoan tién. Cac giao dich s& duoc xur 1y theo thir tu

Tuy chon

Alphanumeric

n |1
{

"vnp_Datald": "67c040b3-2361-45d0-81cb-
969e2a4404cl1",

"vnp_DataResponseCode": "00",
"vnp_DataMessage": "Success",
"vnp_TransactionType": "03",
"vnp_TxnRef": "VNPAY1001",
"vnp_Amount": *100000",
"vnp_OrderInfo™: "Hoan tien mot phan™,
"vnp_BankCode": "VIETCOMBANK",
"vnp_PayDate": "20210924174755",
"vnp_TransactionNo™: "1001",
"vnp_TransactionStatus™: "05"

h

{

"vnp_Datald": "0af2d7c5-b45b-4a65-aaa8-
a9adb78b4924",

"vnp_DataResponseCode™: "00",
"vnp_DataMessage": "Success",

"vnp_TransactionType": "02",

Cong ty ¢ phan Giai phap thanh toan Viét Nam

31/39



Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY v2.1.0

"vnp_TxnRef": "WVNPAY1002",
"vnp_Amount": *10000000",
"vnp_OrderInfo™: "Hoan tien toan phan™,
"vnp_BankCode": "NCB",
"vnp_PayDate": '20210924175509",
"vnp_TransactionNo": "1002",

"vnp_TransactionStatus™: 05"

- Chi tiét dir liéu:

vnp_Datald

Mi dinh danh hé théng merchant ty sinh g véi mdi yéu cau hoan trong 16. Ma nay

1a duy nhét trong danh sach yéu cau hoan theo 16

Bit budc

Alphanumeric

1,32

67c040b3-2361-45d0-81ch-969e2a4404cl

vnp_DataResponseCode

thém tai: vnp_TransactionStatus

Mi phan hoi két qua xir Iy ciia API. Quy dinh ma tra 101 00 (g v&i yéu cau refund

duoc thuc hién thanh cong. Tham khao thém tai bang ma 1.

Chu y: Day la két qua phan hoi ciia hé thong. Két qua tinh trang ctia giao dich xem

Bit budc

Numeric

vnp_DataMessage

Mo ta thong tin twong tmg véi vnp_DataResponseCode

Bit budc

Alphanumeric

10,255 Success

vnp_TransactionType
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Loai giao dich tai h¢ théng VNPAY:
02: Giao dich hoan tra toan phan

03: Giao dich hoan tra mot phﬁn

Tuy chon

Numeric

02

vnp_TxnRef

M3 tham chiéu cua giao dich tai h¢ théng cua merchant. Ma nay do merchant guri

sang khi yéu cau thanh toan. VNPAY gui lai dé merchant cap nhat

Tuy chon

Alphanumeric

1,100

VNPAY123

vnp_Amount

S6 tién hoan. Tham khao vnp_Amount & phan giri yéu ciu sang VNPAY.

Tuy chon Numeric 1,12 100000
vnp_Orderinfo

Noi dung cua yéu cau hoan tién

Tuy chon Alphanumeric 1,255 Khéch hang tra lai hang

vnp_BankCode

Ma Ngan hang phat hanh thé (Ngan hang thanh toan)

Tuy chon Alpha 3,20 VIETCOMBANK
vnp_PayDate
Ngay hoan trd. Dinh dang: yyyyMMddHHmmss
Tuy chon Numeric 714 20150924130500
vnp_TransactionNo
Mi giao dich hoan tra twong (mg ghi nhén tai hé thong VNPAY

Cong ty ¢ phan Giai phap thanh toan Viét Nam 33/39



Tai liéu dac ta k¥ thuat két ndi Merchant TMDT - Céng thanh toan VNPAY

v2.1.0

Tuy chon

Numeric 1,15

1001

vnp_TransactionStatus

Tinh trang cua giao dich tai Céng thanh toan VNPAY. Xem thém tai muc 2.5.7.2

Tuy chon

Numeric 2

00

vnp_SecureHash

Ma kiém tra (checksum) dé dam bao dit lidu cuia giao dich khong bi thay ddi trong qué
trinh chuyén tir VNPAY vé merchant. Viéc tao ra mé nay phu thudc vao cau hinh cua

merchant va phién ban api sir dung. Phién ban hién tai hd tro HMACSHAS12.

Tuy chon | Alphanumeric | 32,256 | 2cd8a970b02a4ddbe2272f05f3f818c9ddc27dcac
0e3674a9cfd9f50fad52c4e96b7eeel18775bch816
9415d35d87869c3ff911baa397134218d5c2ac667

1b453

Quy tic data = vnp_ResponseCode + “|” + vnp_Message

tao + “/” + vnp_Data;

checksum checksum = hashWithSecureType(secretKey,
data);

2.5.7 Bang ma 15i

vnp_ResponseCode va vnp_DataResponseCode tra vé 1a 00 dugc quy ude 1a thanh cong

cho tat cd céc yéu cau xu ly API

2.5.7.1 APl ciia VNPAY

STT Mai 16i Mo ta

Cép nhit két qua giao dich qua IPN URL

Giao dich khong thanh cong do: Tai khoan ctia quy khach khéng dii s6 dur

1 |05 .
dé thyuc hién giao dich.

) 06 Giao dich khong thanh cong do Quy khach nhép sai mat khau xac thuc giao
dich (OTP). Xin quy khach vui long thuc hién lai giao dich.

3 07 Trir tién thanh c6ng. Giao dich bi nghi ngd (lién quan t6i lra déo, giao dich

bat thuong). D4i voi giao dich nay cin merchant x4c nhan théng qua
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merchant admin: Tir chdi/Dong ¥ giao dich

4 oo Giao dich khong thanh cong do: Thé/Tai khoan cia khach hang chua dang
ky dich vu InternetBanking tai ngan hang.

. 10 Giao dich khong thanh c61‘1g do: Khach hang xac thuc thong tin thé/tai
khoan khong diing qué 3 lan

s |11 Giao dich khong thanh céng do: Da hét han cho thanh toan. Xin quy khach
vui long thuc hién lai giao dich.

7 12 Giao dich khong thanh cong do: Thé/Tai khoan cta khach hang bi khoa.

8 24 Giao dich khong thanh cong do: Khach hang huy giao dich

s |79 Giao flic‘h khong thanh cong do: Quy khach nhép sai mat khau thanh toan
qua so lan quy dinh. Xin quy khéach vui long thyc hién lai giao dich

10 | 65 Giao dich khong thanh cong do: Tai khoan ctia Quy khach da vugt qua han
muc giao dich trong ngay.

11 | 75 Ngan hang thanh toan dang bao tri

12 | 99 Cac 161 khac (161 con lai, khong co trong danh sach ma 16i da liét ké)

Merchant tra két qua cap nhat IPN cho VNPAY

13 | 00 Ghi nhén giao dich thanh cong

14 | 01 Khéng tim thdy ma don hang

15 | 02 Yéu cau di duge xu Iy trude do

16 | 03 bia chi IP khong duge phép truy cap (tuy chon)

17 | 97 Sai chit ky (checksum khong khép)

18 | 99 Ldi hé thong

Tra ctru giao dich (vnp_Command=querydr)

19 | 02 Merchant khéng hop 18 (kiém tra lai vnp_TmnCode)

20 | 03 Dir li¢u gtri sang khong dung dinh dang

21 | 08 Hé thong dang bao tri

22 | 91 Khong tim thay giao dich yéu cau

23 | 97 Chir ky khong hop 1€

24 1 99 Cac 161 khac (161 con lai, khong c6 trong danh sach ma 18i da liét ké)

Yéu cau hoan tra giao dich (vnp_Command=refund)

25 | 02 Merchant khong hop 1& (kiém tra lai vnp_TmnCode)

26 | 03 Dir liéu gtri sang khong ding dinh dang

27 | 08 Hé thdng dang béo tri

28 | 16 Khong thuc hién dugc hoan tién trong thoi gian nay

29 | 91 Khéng tim thay giao dich yéu cau hoan tra

20 | 93 S?) tién hoan tra khong hop 18. S tién hoan tra phai nho hon hodc bang s6
tién thanh toan.

31 | o Giao dich da dugc giri yéu cau hoan tién trude do. Yéu cau nay VNPAY
dang xtr Iy

2 | 95 G‘iao dich nay khong thanh cong bén VNPAY. VNPAY tir chbi xir Iy yéu
cau.

33 | 97 Chir ky khong hop 1€
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34 | 99 Cac 161 khac (16i con lai, khong c6 trong danh sach ma 15i da liét ké)
Yéu cAu hoan tra giao dich theo 16 (vnp_Command=refundbacth)
vnp_ResponseCode

35 | 02 Merchant khdng hop 18 (kiém tra lai vap_ TmnCode)

36 | 03 Dir li¢u giri sang khong ding dinh dang

37 | 08 Hé thong dang bao tri

28 | o4 Yéu cau hoan theo 16 nay da dugc guri trude d6. Yéu cau nay VNPAY dang
xu 1y

39 | 97 Chir ky khong hop 1€

40 | 99 Cac 161 khac (161 con lai, khong cé trong danh sach ma 16i da liét ké)

Yéu cau hoan tra giao dich theo 16 (vnp_Command=refundbacth)
vnp_DataResponseCode

41 | 16 Khéng thuc hién duoc hoan tién trong thoi gian nay

42 | 91 Khong tim thay giao dich yéu cau hoan tra

23 | o3 S(“') tién hoan tra khong hop 18. S6 tién hoan tra phai nhé hon hoic bang s6
tién thanh toan.

a4 | o4 Giao dich da dugc giri yéu cau hoan tién trude d6. Yéu cau nay VNPAY
dang xtr ly

45 | o G‘iao dich nay khong thanh ¢éng bén VNPAY. VNPAY tir chdi xr Iy yéu
cau.

46 | 99 Cac 161 khac (161 con lai, khong c6 trong danh sach ma 18i da liét ké)

2.5.7.2 Bdng ma tinh trang giao dich: vnp_TransactionStatus

STT Tinh trang Mo ta
1 |00 Giao dich thanh cong
2 01 Giao dich chua hoan tét
3 |02 Giao dich bj 16i
4 loa Giao dich dao (Khach hang d bi trir tién tai Ngan hang nhung GD
chua thanh cong & VNPAY)
5 05 VNPAY dang xit 1y giao dich nay (GD hoan tién)
6 | 06 VNPAY di giri yéu cau hoan tién sang Ngan hang (GD hoan tién)
7 07 Giao dich bi nghi ngo gian 1an
8 08 Giao dich qua thoi gian thanh toan
9 09 GD Hoan trd bj tir chdi
10 | 10 ba giao hang
11 | 11 Giao dich bi huy
12 | 20 Giao dich da duogc thanh quyét toan cho merchant

2.5.8 Thw vién két noi

Chay:

Gia tri ctia vnp_SecureHash dugc tao thanh bang cach sip xép céc gia tri truyén sang VNPAY
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theo thur ty alphabet (bang chit cai) va ghép véi chudi vnp_hashSecret va bam véi giai thuat
MDS5. Vi du véi mét s6 ngdn ngi
Java
Map<String, String> vnp_Params = new HashMap<>();
vnp_Params.put("vnp_Version", "2.1.0");
vnp_Params.put("vnp_Command", "pay");
vnp_Params.put("vnp_TmnCode", Config.vnp_TmnCode);
String locate = req.getParameter("language");
if (locate != null && !locate.isEmpty()) {
vnp_Params.put("vnp_Locale", locate);
} else {
vnp_Params.put("vnp_Locale", "vn");
}
vnp_Params.put("vnp_CurrCode"”, "VND");
vnp_Params.put("vnp_TxnRef", Config.getRandomNumber(8));
vnp_Params.put("vnp_OrderInfo"”, orderDesc);
vnp_Params.put("vnp_OrderType", orderType);
vnp_Params.put("vnp_Amount"”, String.valueOf(amount));
vnp_Params.put("vnp_ReturnUrl", Config.vnp_Returnurl);
vnp_Params.put("vnp_IpAddr", Config.getIpAddress(req));
Date dt = new Date();
SimpleDateFormat formatter = new SimpleDateFormat("yyyyMMddHHmmss");
String dateString = formatter.format(dt);
vnp_Params.put("vnp_CreateDate", dateString);
//Build data to hash and querystring
List fieldNames = new ArraylList(vnp_Params.keySet());
Collections.sort(fieldNames);
StringBuilder hashData = new StringBuilder();
StringBuilder query = new StringBuilder();
Iterator itr = fieldNames.iterator();
while (itr.hasNext()) {
String fieldName = (String) itr.next();
String fieldvalue = (String) vnp_Params.get(fieldName);
if ((fieldvalue != null) && (fieldValue.length() > 0)) {
//Build hash data
hashData.append(fieldName);
hashData.append('=");
hashData.append(fieldvalue);
//Build query
query.append(URLEncoder.encode(fieldName,
StandardCharsets.US_ASCII.toString()));

query.append('=");
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StandardCha

}
Str

query.append(URLEncoder.encode(fieldValue,
rsets.US_ASCII.toString()));
if (itr.hasNext()) {
query.append('&');
hashData.append('&"');

ing queryUrl = query.toString();

String vnp_SecureHash = Config.hmacSHA512(Config.vnp_hashSecret,
hashData.toString());

C#.NET

var vnp_Par
vnp_Params.
vnp_Params.
vnp_Params.
string loca

ams = new Dictionary<string, string>();
Add("vnp_Version", "2.1.0");

Add("vnp_Command", "pay");

Add("vnp_TmnCode", vnp_TmnCode);

le = form.Get("language");//en= English, vn=Tiéng Viét

if (!string.IsNullOrEmpty(locale))

{
vhp_P

vhp_P
}

vnp_Params
vnp_Params
vnp_Params
vnp_Params
vnp_Params
vnp_Params
vnp_Params
vnp_Params
vnp_Params

vnp_Params

String sign

PHP

$vnp_Orderl
$vnp_OrderT
$vnp_Amount
$vnp_Locale
$vnp_IpAddr
$inputData
"vnp_Tm
"vnp_Am
"vnp_Co

"vnp_Cr

arams.Add("vnp_Locale", locale);

arams.Add("vnp_Locale", "vn");

.Add("vnp_CurrCode", "VND");

.Add("vnp_TxnRef", order.OrderId.ToString());
.Add("vnp_OrderInfo", order.OrderDescription);
.Add("vnp_OrderType", form.Get("ordertype"));
.Add("vnp_Amount", (order.Amount*100).ToString());
.Add("vnp_Returnurl”, vnp_Returnurl);
.Add("vnp_IpAddr", GetIpAddress());
.Add("vnp_CreateDate",

.Add("vnp_BankCode", form.Get("bankcode"));

= vnp_Params.OrderBy(o => o.Key).ToDictionary(k => k.Key,

Data = string.Join("&",
vnp_Params.Where(x => !string.IsNullOrEmpty(x.Value))
.Select(k => k.Key + "=" + k.Value));

nfo

$_POST[ 'orderDesc'];
ype = $_POST[ 'ordertype'];

$_POST[ 'amount'] * 100;

$_POST[ 'language'];
$_SERVER[ 'REMOTE_ADDR'];

= array(

nCode" => $vnp_TmnCode,
ount" => $vnp_Amount,
mmand" => "pay",

eateDate" => date('YmdHis'),

v => v.Value);
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"vnp_CurrCode" => "VND",
"vnp_IpAddr" => $vnp_IpAddr,
"vnp_Locale" => $vnp_Locale,
"vnp_OrderInfo" => $vnp_OrderInfo,
"vnp_OrderType" => $vnp_OrderType,
"vnp_ReturnUrl" => $vnp_Returnurl,
"vnp_TxnRef" => $vnp_TxnRef,
"vnp_Version" => "2.1.0",
)
ksort($inputData);
$quer‘y — I|||;
$i = 0;
$hashdata = "";
foreach ($inputData as $key => $value) {
if ($1i == 1) {
$hashdata .= '&' . $key . "=" . $value;
} else {
$hashdata .= $key . "=" . $value;
$i=1;
}
$query .= urlencode($key) . "=" . urlencode($value) . '&';
}
$vnp_Url = $vnp_Url . "2" . $query;
if (isset($hashSecret)) {
$vnpSecureHash = hash_hmac('sha512"', $hashdata, $vnp_HashSecret);
$vnp_Url .= 'vnp_SecureHash=' . $vnpSecureHash;
}
Lap trinh vién tham khdo thém source code demo
2.5.8.1 Thu vién cho lap trinh .Net
VnPay hd trg k¥ thuat doan code mau
2.5.8.2 Thu vién cho lap trinh PHP
VnPay hd tro k¥ thuat doan code mau
2.5.8.3 Thu vién cho lap trinh Java
VnPay hd tro k¥ thuat doan code mau
259 Lién hé
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